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1.0 Introduction

LILIN facial recognition system is based on LILIN NAV Enterprise and Corporate platform for access control and
VIP greeting systems. Facial recognition system detects a face from a camera and compares it to photo face
database of the denial list and VIP list for recognition. Based on the denial list and VIP list, it can trigger related
alarm action output(s).

LILIN is the leading CCTV provider for video surveillance including number plate recognition, and facial recognition.
LILIN world-class facial recognition accuracy, flexibility, and ease-of-use make Navigator software right choice for
retail, access control, time and attendance, surveillance, denial list/VIP greeting management, and other
applications.

2.0 System Configuration

After a camera is configured, follow the steps below:

®  Select Alarm Management
®  Select facial recognition option from alarm input management
®  Select alarm output, e.g., triggering DO of an IP camera.
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% Camera Settings#001
Display/Record
[ Activate this device

Name #001IPR722
Channel Location
NAV USB/P2P Live Stre;

Cam 001

Device Type

Channel

Streaming Mode Single

Record Mode Record the main stream | 1 FPS

Preview

Network
IPIDNS
HTTP Port (ex. 80) ] Find Device Video
Video Port
1aee Assign Recording Disk
Username admin
Password e [] Auto switch the audio I Alarm Management
Camera/485 ID ONVIF ePOS/0SD
P2PID File C:\WUsers\NAV\Desktop\F183 T3 Device Type IP Cam
c - = ANPR Group Setting
Alarm Input (DI 0
[] Low bitrate client_server connection Retay Ouiput (DO} 0
Onvif Port
OK Cancel
Facial recognition
SIP server
NAV2036F
-))) |MI
o
L]
LILIN App SIP DTMF Relay connections
Iy Camera Settings#040 =
DisplayiRecord Preview
[7] Activate this device 11174239
WRTTLIRBRRRTAT e
Alarm Management Cam#040 ===

Condition#1 | Condiion#2 | Condition#3 | Condion#4 |  Others |

Alarm Input Management Alarm Output (DO}

[ N CGl Triggering - [ Play Sound -

] Video Loss Detection [7] Send Emai

] Fall detection [C] PTZ Freset Recall |

[C] wandering detection [7] Signal Digital Dutput g

[ Crowd/sensitivity datestion ] £larm Full Sereen

[ Speed Detection L Post-alam Fiecord

[ Fighting Detection [ Fre-alam Fiecord

Face Recagrition [T Advanced Alam DO

- I Bl ACK 7
< i v « i v Saturday
Options Options OCE=s e

[¥] Enable Alarm Input (DI Pre-alarm Dwell(Sec) O Close
[C1AND LogicAlarm Notification Alarm Output Dwell(Sec)

The time check of alarm input The max extension time of

[ Alarm setting from remote deviee

Apply to ather. I

[T]Low bitrate client server connection 0.05FPS

[ Reboot Device ] [ Launch Browser

Face Snapshot
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3.0 Configure Detection Area & Facial Recognition

According to the installation site, you are able to define the recognition area.

follow the steps below:

®  Click Facial Recognition option.
®  Click Options button.
°

For defining the detection area,

Use a mouse dragging on the video area for detecting area.

Alarm Management Cam#001

Condition#1 Condition#2 Condition#3 Condition =4 Others
Alarm Input Management Alarm OQutput (DO)
[[] Remote Face Detection ~| | PlaySound -
[[] Remote Tamper detection [] Send Emad
[[] Remote Audio Detection [ PTZ Preset Recall
[] Extemal 10 Device [ Signal Digital Output
(] Motion Detection [ Alasm Full Scieen
] NAV CGI Triggering [ Post-alam Record
Video Loss Detection [] Pre-alam Record
[[) Advanced Alam DO
¥ 71 Aaem A1K v ‘
< > < >
I_ Options I Options B ®Enable Aoply Al Scheduls
[FEnable Alarm Input (DI) Pre-alarm Dwell (Sec) 1 ~| ®OClose
[C] AND LogicAlarm Notification Alarm Qutput Dwell (Sec) 5 v
Detection Dwell (Sec) 1~  TheNextAlarm Output Dwell Disal ~
Use Not Logic (Min)
e C
Please set motion area on video. b 4
[~ smart Mode

0OSD Options
[ show Guest

[~ show Gender

[show Age

Minimum facial recognition confidence rate (%)
Same face repeated recognition times:
Same face recognition interval (>20ms):

[~1 Show if not enough data for statistic

Reduce guest

Minimum face picture pixel (with, height) a2

Maximum guest recognition confidence rate (%) 45 a

Minimum quality score (%) 75 | KA
s [ [
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Other settings are described below:

®  Minimum Facial recognition confidence rate (%): The minimum confidence rate required to have
successful face recognition and trigger an enable alarm.

® Same face repeated recognition times: the number of times a face should be recognized for more
accuracy.

® Same face recognition interval: The required interval time of a face recognition during
consecutive identification.

®  Minimum face picture pixel (X, Y) requirement: Minimum pixel size of face photo required to
match from database.

® Maximum guest recognition confidence rate: maximum match ratio required for successful
recognition

®  Minimum quality score: minimum picture quality required to get recognition match from database.

Note: Reduce guest is to adjust level required to increase the face recognition match to data base.

3.1 OSD Display for Gender and Age
OSD display is described below :

®  Show guest: if a face is not in the database, show the detected face as guest.
®  Show gender: According to the hair, the detected gender of a face is displayed.
®  Show age: According to the cheek, the detected age of a face is displayed.

Note: Gender and age detections are based on the hair and cheek, rough statistics of faces

3.2 Facial Recognition and Alarm Output
After face photos are added into facial recognition database, the face photos can be grouped into different lists.
Based on the groups, you are able to trigger an alarm output for a grouped list. To set, select as per your
requirement from Alarm Output -> Alarm Input Management -> Option -> Define motion area (optional) —>
Approved Group —> Approved Group Name > OK

Alarm Management Cam#041.

Condition#1 Condions2 | Condiion#3 | Conditons4__ | Others

b

Please set motion area on video. l

Alarm Input Management Alarm Output (DO) Approved Group

("] Remote Face Detection - [7] Play Sound N
| Remote Tamper detection [7] Send Email |
7| Remote Audio Detection [7] PTZ Preset Recall
"] Extemnal 10 Device ] Signal Digital Output
~] Motion Detection E (] Alam Full Sereen
[7] NAV CGI Triggering [} Post-alaim Record
[7] Video Loss Detection [] Pre-alaim Record
[V] Facial Recogrition | | ] Advanced Alam DO

| 1771 Alarm ACK
i ’ K i =

Approved Group Name 4 7
] Select All /No Select

7] 001 VIP

[l #002

2003

2004

2005

2006

2007

Te[s]&]

Options #008 2
%008
1 2010 ' ® E
[¥] Enable Alarm Input (DI) Pre-alarm Dwell (Sec) & 54
] 60
[C] AND Logic Alarm Notification Alarm OutputDwell Sec) (5 -] LR ] !

Detection Dwell (Sec) 1 v| TheNexAlarm OutputDwell [Disal v 200 Optos

(Min) [ show Guest [9]show Gender ]show Age [oprovedGrowe] [ ok ] [ cancel ]
Use Not Logic

T e rr—

[] synchronize Time with PC Apply Alarm Input (DI): 0
[7]Low birate client server connection [005FPs  +| RelayOutput(@O): o

Onvif Port 80 Facial Recognition W
( Reboot Device ) | Launch Browser ]

ect Counting

4.0 Set Alarm Output Settings for Applications
The alarm outputs for a detected face can be triggered for many applications.

® VIP greeting: Enable Alarm Full Screen with OSD display for the VIP guest.
®  Access control: Enable Signal Digital Output can trigger DO of an IP camera for opening a door.
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Alarm Input Management

Alarm Cutput (DO)

[ ] Remate Digital Input s [ Play Sound -
[ ] Femate VS [Mation) Detection L] Send Email
[] Remate Face Detection ] PTZ Freset Recall
[] Remate Tamper detection Sigral Digital Dutput
[] Remote Audio Detection (] Alarm Full Screen
[] External 10 Device Post-alarmn Record
[] Motion Detection [] Pre-alarm Recaord
(] N&w CGI Triggering [ Advanced Alam DO
1 Widan | mes Mlabackioe e 1 Alamn ACK e
< > <
Options [ Options {
Alarm Management Can040 =]
Condition#1 Condition#2 | condition#3 | conditions4 | others

Alarm Input Management

Alarm Output (DO) Alarm Notification Schedule

[ Remate Alarm In

[ Remate MationT ripwire Detection
[ Remate Face Detection

[ Remate Tamper detection

[ Remate Audio Detection

[ External 10 Device

[ Motion Detection

[ May CGI Triggering

[ fidan | Ase Mabartin

<

m v

m

£ Notification Action Settings

Relay Camera [#[]40 #040 IPC0422

Relay Output : [1

Relay Interval [Aways

Options

Enable Alarm Input (DI)

[C1AMD Logic Alarm Motification

The time check of alarm input The max extension time of

ApplyAll Schedule

Alarm Output Dwell(Sec)

[ Apply to other... ]

[ Al seliing fiom remole device ] oK ] [ Cancel

4.1 Schedule of Facial Recognition Triggering a Digital Output

For access control application, IP camera relay output can connect to an access control for opening a gate or a
door. You can also apply the schedule for weekdays for automation. To set, select as per your requirement from
Alarm Output -> Alarm Input Management -> Enable Alarm Notification Schedule Day/Time -> OK

Alarm Management Cam#040

Condition#1 Condition#2

Condition#3

| Condition#4 I Others

Alarm Input Management

Alarm Qutput (DO) Alarm Nofification Schedule

[ wandering detection

[ Crowd/sensitivity detection
[ Speed Detection

[] Fighting Detection

Face Recognition =

[] M CGI Triggering ~ | |[C] Play Sound -
[7] Wideo Loss Detection [] Send Email
[T Fall detection [] PTZ Preset Recal

m

[ Signal Digital Qutput
[ &larm Full Sereen
Post-alarm Record m
[] Pre-alam Record

[ Advanced Alam DO

2 [T Alarm ACK X
4 1 3 4 1 3
(nlinas (i B © Enable ApplyAll Schedule
Enable Alarm Input (DI) Pre-alarm Dwell(Sec) B © Close
[C]AND Logic Alarm Motification Alarm Output Dwell(Sec)
The time check of alarm input The max extension time of
[ Apply to other... ] [ Alarm setting from remote device ] QK ] [ Cancel ]
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5.0 Add Faces Photo into Database
In camera property dialogue box, click Face Snapshot button. The snapshot of Facial Recognition dialogue box
shows up for adding a face photo and entering personal information.

5.1 Add Photos Database for a Face
For adding face photos, follow the steps below:

Enter the name.

Click on “...” button for adding Group button.

Select the group name.

Click on the name list for deleting or modifying the person’s information.

Snapshet For F;e R«ogcr\'nrnon 7 X
Person Face D8 Hstory Events
Name [Faxs 3 » Al  startome [0130331 v o000 2|
o loozvp 5 edome  [omo3sn | [s2a 3
Add Delete Modfy Impart < r > e Contars 11 Search
1 Gow Name A Detete Add Date / Tme Name Confi. A
874 F83 2018/03/31 12:0 u ;
o5 s 2018/03/31 12:0... F111 n
87 F162 2018/03/31 12:0.,. Fi11 n
87 F7d 201803/31 12:1... F111 6s
8ne Fo4 2018/03/31 12:1... Fi11 65
879 F40 01803/31 12:1... F1ll 65
2} F169 20180331121, F111 59
&n Fi78 018/03/31 12:1... F111 59
| ww Fim 201803/31 12:2... Fil &9
o33 F43 201803/31 12:2.. Fin1 69
o84 F113 180331 1223.. Fill 85
85 F21 201803/31 12:3... F111 85
% F119 01803/3112:3,,. Fi11 85 v
a7 FI55 e 2
&8 k] "
B Seaa 5 Snapshot Manual Recognae Image Fie Advance Exit
Face DB History Events
ttme  2018/0331 00:00:00 5
time 2018/03/31 15:32:21 E
Im| . . tains 111 ;
0‘ The face is recognized as F111 | Sewrch
at confidence rate:58, and quality score:78
Bte [ Time Name Confi,
/03/3112:3... F
_OKJ 18/03/311 148! 85
18/03/3112:3... F111 83
118/03/31 12:4.., F111 60
2018/03/3112:4.., F111 80
2018/03/31 12:4.., Fl11 )
2018/03/31 12:5... Fil1 85
2018/03/31 12:5... Fi11 35
2018/03/31 12:5... F111 5
2018/03/31 12:5... F111 55
2018/03/31 12:5... Fil1l 73
018/03/31 12:5... Fi11 7
2018/03/31 13:0... Fil1 85
218/03/31 13:1... F111 & Vv
< >

v
3 Snapshot Image Fle Advance Ext
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Note: Manual Recognize is to know the level of recognition.

5.2 Adding Photos into Database
For adding a photo into the facial recognition database, you can click on Snapshot or click on Image File button.
After a photo is loaded, you can click on Add button for adding into the facial recognition data base.

Note: The face of the photo needs to meet minimum pixel requirement.

5.3 Historical Recognized Data

The face photo recognized will be saved in the History Event list.  Click on the name, the recognized photo can be
displayed in the temporary area. Click Add button to add the photo to the database. If a face is not recognized,
the face is added into guest list. You can add the photo into a database for elevating the recognition rate.

Image History Events

‘ Start time 2018/01/10 ¥ 17:17:18

End time 2018/01/11 v  17:17:18
Add | Date /Time Name &

l2018/01/10 17:41:08  [Fiar ]

| 2018/01/10 17:41:04  F111 |
| 2018/01/10 17:42:37  Guest
| 2018/01/10 17:44:35  Guest
| 2018/01/10 17:44:36  E126

| 2018/01/10 17:44:36  Guest
| 2018/01/10 17:44:38  F150

| 2018/01/10 17:44:38  Guest
| 2018/01/10 17:45:16  Guest
| 2018/01/10 17:46:43  Guest
| 2018/01/10 17:46:43  Guiest
| 2018/01/10 17:46:43  Guest
| 2018/01/10 17:46:44  F171
< 0

Note: It is highly recommended to have photos in different angles of a person.

6.0 Search the Name for the Video

(>
. Click on playback button and select Facial Recognition option. You are able to search the entire name list

of recognition.

WILOUI)  Calendar
[F s 20187

00000000006
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6.1 Playback
Click on the names after recognition for video playback.

O

| PCOS22 18/a4 /02 10,46, 165

7.0 Installations

For better recognition rate, follow the guidance for installation cameras.

The following pictures are not good for facial recognition.

The environment of facial recognition cameras needs be at least 400Lux.
The shutter speed of the camera should be 1/60 sec or 1/50 sec.
Leveled camera installation facing a face at distance 3-5 meters.

The pixel size of the photo should be 100 x 100 or higher.
Do not use 4K cameras to slow down the recognition speed.

Mask blocking

Glasses too dark

Angle of the face Wearing a helmet

|

7.1Face Photo Requirement
Gender and age detection requirements

Facial recognition requirement

) Face photo pixel requirement: 100 x 100 pixel to 500 x 500 pixel

Face photo pixel requirement: 64 x 64 pixel or above
Detectable face angle: up and down +/-30 degree, left and right +/-30 degree
Environment minimum Lux: 400Lux~ 1000Lux

Face detection condition: eyes, eyebrows, and nose cannot be blocked.

(] Detectable face angle: up and down +/-15 degree, left and right +/-15 degree

66-UM-NAVFR-CSE



SLILIN

Recognition time: 1 second at 2000 photo db.

Environment minimum Lux: 400Lux ~1000Lux

Face detection condition: eyes, eyebrows, and nose can not be blocked.

Recognition distance: 0.5M~6M

Shutter speed of the camera: 1/50 or 1/60 sec or higher

Facial makeup might affect recognition rate.

Avoid strong back light environment

Increase camera brightness if the skin of a face is too dark or the camera faces strong back light.
Do not use 2.2 mm and 2.8 mm lens due to distorted faces.

7.2 Confidence Rate and Pixel of a Photo

In general, the confidence rate of facial recognition might be affected by the pixel size of a photo. The following
table describes examples of confidence rate and pixel size of a photo. However, the confidence rate could be
also affected by poor lighting and bad video quality.

Snapshot For Face Recognition
Person Image History Events
Name K04 e ~|  starttme 20180222 ~ 08:00:00 =
o D oo mawm e
[ Add ] [ Delete ] [ Modify ] l Import ] a = b T Contains
# Group: M ame o Delete Add Date [ Time MName Confi...
52 E70E @ 2018/02/22 14:4... Gino 61
53 E708 2018/02/22 14:4... Gino 63
54 E704 2018/02/22 14:4... Gino 67
55 E709 2018/02/22 14:4... Gino 73
56 12 2018/02/22 14:4... K004 78
57 1001 £ 2018/02/22 14:4... Gino a7
52 104 8 2018/02/22 14:4... Gino &1
59 14 2018/02(22 14:4... Gino a9
0 Kit4 2018/02/22 14:4... Gino 70
3] Koo 2018/02/22 14:4... Gino 100
62 Kotz 2018/02/22 14:4... Gino 76
B3 k.oo4
B4 k] r 2018/02/22 14:4... K004 63
E5 Nl
€6 ko7 i
A e
Photo resolution 128 x 114 320 x 310 430 x 430
Confidence 67% 86% 95%

7.3 Two Phases of Quick Face Photos Setup
For quick face database creation purpose, use Import feature for importing a batch of photos into face database
after finishing cameras and NAV setup.
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5 5 | File Explorer - o X
Home Share View (2]

- v M > Quickaccess > v D Search Quick a... 0

v 3 Quick access
& Downloads

%] Documents

-

= Pictures
Work

» " 3 5

o Music

©i Documents  # aloun jpg benson.jpg
» d@n OneDrive

o

, B This PC ‘

¥ Network

miffiy.jpg stevejpg vegajpg

v

26 items

\ll

The face database has at least one face photo for a person. Utilizing the facial recognition feature, the camera
keeps capture face photos for NAV to recognize. In History Event dialogue box, click Add button for adding the
recognized photos for a person. For increasing the recognition rate, at least 5 photos of different angle of a
person are highly recommended.

Image History Events
Starttme ~ 2018/01/10 v 17:17:18 =
End time 2018/01/11 ¥ 17:17:18 f:—j
Delete Date / Time Name o

=
2018/01/10 17:41:04 F111 ]—l
2018/01/10 17:42:37  Guest

2018/01/10 17:44:35  Guest

2018/01/10 17:44:36 E126

2018/01/10 17:44:36 Guest

2018/01/10 17:44:38 F150

2018/01/10 17:44:38 Guest

2018/01/10 17:45:16 Guest

2018/01/10 17:46:43 Guest

2018/01/10 17:46:43  Guest

2018/01/10 17:46:43 Guest

2018/01/10 17:46:44  F1i71 =
LIl PR T r
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Datasheet

ltems

Specification

Recognition speed

6~8 recognitions per second for a camera

Number of channels

4 cameras up to 15 recognitions / sec

Number of faces

Up to 4 faces per picture

Minimum face photo pixel requirement

80x80 pixel: 70% confidence rate,
300x300: 80% confidence rate,
450x450 pixel: 90% confidence rate

Detection distance

0.5 ~ 6m, face photo with 80x80 ~ 450x450 pixel

Video resolution supported

720P, 1080P

Maximum people detection allowed

600 people, 6000 photos database

Face training database

10 pictures for a person updatable from the guest list

Recognition rate

93.7% at 200 people database, recognition rate might
drop and recognition rate might increase for big face
database.

Recognition time

1 second at 2000 photo database

Detectable face angle

Up and down +/-15 degree, left and right +/-15 degree

Environment minimum Lux

400Lux ~ 1000Lux

Face photo db

Batch photos import

Face detected for alarm triggering

Full screen, OSD text, digital output triggering, buzzer,
PTZ preset

Face lists

VIP list, unauthorized list, guest list

Guest list

Guest list allows added into face database (training)

Age and gender detection

Supported for SDK integration

Schedule

4 scheduling tables for alarm outputs and DO triggering

Camera supported

ONVIF IP camera and RTSP stream

System integration

SDK available

Video recording

16-ch Navigator 2.0 Corporate license

Hardware
CPU I7-7700 or higher
RAM 16GB DDR4-2400
0oS Windows 10 Embedded
SSD PCle 128GB SSD
HDDs Up to 3 HDDs for recording
L Access control, time and attendance, surveillance,
Applications

denial list/VIP greeting management

Note: Do not use local motion detection if facial recognitions are activated for reducing CPU loading. Please use
remote IP camera motion detection feature if necessary.

12 66-UM-NAVFR-CSE




